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AI Compliance – How to 
Protect Yourself

Real-World Case Studies &
Compliance Challenges

AR HFMA Spring Conference  |  2026

Presented by AccuCodeAI

Over Three Short Years
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Overview of Learning Goals

02 The Compliance Landscape

Lack of Regulation from Government

03 Looking Under the Hood

The Challenges, Capabilities and Limitations of Artificial Intelligence

04 Northwell Health | Case Study 1

Natural Language Processing at scale & HIPAA obligations

05 Inova Health System | Case Study 2

NLP at scale & HIPAA obligations

06 Banner Health | Case Study 3

RPA write-off models & False Claims Act exposure

07 Baptist Little Rock CQM | Case Study 4

Generative AI in RCM — Human Auditors & Data Insights

08 Key Takeaways

Governance framework for compliant AI adoption

3

4



4/6/2026

3

A I  U S E  C A S E S  A C R O S S  T H E  R E V E N U E  C Y C L E

From Patient Access to Analytics — Where AI Creates Value

F R O N T  E N D

Eligibility Verification

AI checks insurance coverage in real time at 
scheduling, reducing front-door denials.

Prior Authorization

NLP reads clinical notes and auto-submits 
auth requests, cutting days off approval 
timelines.

Patient Estimates

ML predicts patient cost responsibility at 
point of scheduling to improve collections.

Appointment Optimization

AI matches scheduling to payer mix and 
service capacity to maximize reimbursable 
volume.

M I D  C Y C L E

Autonomous Coding

NLP translates clinical documentation into 
ICD-10/CPT codes with stated 95% accuracy, 
no human touch, if done properly.

CDI & Documentation

AI flags incomplete or vague documentation 
in real time, prompting clinicians before 
discharge.

Level-of-Care Scoring

Continuous AI scoring helps assign inpatient 
vs. observation status aligned to 
MCG/InterQual criteria.

Charge Capture

ML identifies missed charges by comparing 
clinical activity to billed items, closing 
revenue leakage.

B A C K  E N D

Denial Prediction

Predictive models flag high-risk claims before 
submission, reducing denial rates by 20–30%.

Denial Management

AI agents prioritize, route, and draft appeal 
letters for denied claims, accelerating 
resolution.

AR Prioritization

ML ranks accounts receivable by 
collectability, directing staff time to highest-
yield accounts.

Payment Posting

RPA auto-posts EOBs and ERA files, 
reconciling payments and adjustments 
without manual entry.

A N A L Y T I C S

Fraud Detection

AI analyzes billing patterns to surface 
anomalies that may indicate fraud, waste, or 
abuse.

Contract Modeling

ML simulates payer contract scenarios, 
identifying underpayments and optimizing 
renegotiations.

Revenue Forecasting

Predictive analytics models future cash flow 
and denial trends based on historical RCM 
data.

Voice AI / Ambient

Ambient voice capture auto-generates 
clinical documentation during patient 
encounters for billing.

AI use cases span every stage of the revenue cycle Compliance governance and human oversight requirements apply across all phases

The Compliance Landscape

Why AI + Revenue Cycle Creates Unique Regulatory Exposure

23%
Increase in claim denial

rates 2016–2022

$16B
Annual revenue leakage

from billing errors

46%
Hospitals now using AI

in RCM operations

28%
Provider AI confidence

(down from 68% in 2022)

False Claims Act

AI-generated billing errors can 
trigger federal FCA liability — no 

intent required.

HIPAA & PHI

NLP/LLM models that train on or 
process patient data require strict 

BAA governance.

RAC/OIG Audits

Automated codes are subject to the 
same Recovery Audit scrutiny as 

manual codes.

Algorithm Liability

Liability falls on the hospital — not 
the AI vendor — when a model 

produces errors.
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Compliance Challenges in the Hospital Rev Cycle
1. HIPAA and Data Privacy Risks
2. Algorithmic Transparency and Auditability
3. Evolving Regulatory Alignment
4. AI-Generated Coding Errors and Upcoding Risk
5. Inadequate Human Oversight
6. Third-Party Vendor Risk and Accountability
7. Data Quality and Integrity
8. Workforce and Change Managementv

C A S E  S T U D Y  0 1  |  H I P A A  a n d  P r o p e r  U s e  a n d  A c c e s s  S t a n d a r d s  

Northwell Health  |  New York State's Largest Health System

22
Hospitals

800+
Outpatient Sites

16K
Physicians

Why Scale Amplifies Compliance Risk

With millions of documents to process, Northwell could not cover clinical NLP 
review manually. A 10-year agreement with Clinithink deployed CLiX NLP to 
automate chart reviews and denials management — but at this scale, a single 
systematic error in the model affects thousands of claims.

HIPAA & Data Governance Challenges

Business Associate Agreement (BAA)

Any NLP vendor processing PHI must be a formal HIPAA Business Associate. 
Failure to execute a BAA before data sharing begins is an immediate HIPAA 
violation.

Minimum Necessary Standard

NLP models must only access patient data necessary for the specific RCM 
function. Training models on broader clinical datasets without restriction 
violates the minimum necessary rule.

Access Controls & Audit Logging

All AI interactions with PHI must be logged, auditable, and restricted to 
authorized users — requirements that many legacy healthcare IT architectures 
were not built for.

Breach Notification Risk

If a vendor's AI infrastructure is breached and PHI was involved in model 
training or inference, Northwell — as covered entity — bears the breach 
notification obligation.
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L L M  T R A I N I N G  D A T A  &  H I P A A  C O M P L I A N C E

How Hospital Data Trains an AI Model — and Where the Risk Lives

H O W  H O S P I T A L  D A T A  E N T E R S  A N  L L M

1
Raw Data Extraction Contains PHI

Clinical notes, EHR records, billing claims, coding histories, and denial letters 
are exported from hospital systems — often containing patient names, 
diagnoses, dates of service, and procedure details.

2
Data Preprocessing & Labeling PHI Exposure Risk

Data scientists clean, tokenize, and label the records. Human annotators 
may review real patient encounters to create training examples. PHI is often 
still present at this stage.

3
Upload to Training Environment Potential HIPAA 

Disclosure
Processed data is transferred to the vendor's cloud or on-premise GPU 
infrastructure. If a third-party vendor hosts the training environment, this 
transfer may constitute a HIPAA disclosure.

4
Model Fine-Tuning PHI Embedded in Model

The LLM learns patterns from the training data. Because neural networks 
memorize training examples, patient-specific details can become embedded 
in model weights — recoverable via adversarial prompts.

5
Model Deployment & Inference Ongoing Exposure Risk

The trained model is deployed for RCM tasks. Each inference call may 
expose training data via model memorization, even if no raw data is stored 
in the production environment.

Key Regulation: 45 CFR §§ 164.502, 164.308, 164.312 (HIPAA Privacy & Security Rules)  |  OCR Guidance on Cloud 
Computing (2016)  |  npj Digital Medicine (2025)
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L L M  T R A I N I N G  D A T A   |

HIPAA Compliance Risks When Hospitals Use LLMs in Revenue Cycle
6  H I P A A  R I S K  C A T E G O R I E S  — C O V E R E D  E N T I T Y  L I A B I L I T Y  A P P L I E S  T O  E V E R Y  O N E

CRITICALMissing or Invalid Business Associate Agreement 
(BAA)

HIPAA requires a signed BAA before any vendor receives, processes, or stores PHI. Many AI 
vendors offering LLM fine-tuning will not sign a BAA — making any data sharing with them an 
automatic HIPAA violation regardless of outcome.

45 CFR § 164.308(b)

CRITICALPHI Memorization Inside Model Weights

LLMs can memorize and reproduce specific training records — including patient names, 
diagnoses, and billing data — when prompted. PHI does not disappear after training; it 
persists indefinitely in model weights and can be extracted via adversarial prompting.

45 CFR § 164.502

HIGHData Transmitted to Third-Party Cloud 
Infrastructure

Fine-tuning on a vendor's cloud platform (OpenAI, Google, Azure) transmits PHI outside the 
hospital's firewall. Without a HIPAA-compliant infrastructure agreement in place, this 
constitutes an unauthorized disclosure — even if data is later deleted.

45 CFR § 164.312(a)(2)

HIGHHuman Annotators Reviewing Patient Records

LLM data labeling often involves human reviewers — sometimes offshore contractors —
reading real patient records. These individuals may not be covered by the hospital's 
workforce training or access controls, creating minimum-necessary and workforce security 
violations.

45 CFR § 164.308(a)(3)

CRITICALHospital Bears Full Liability as Covered Entity

HIPAA places enforcement responsibility on the covered entity — the hospital — not the AI 
vendor. A breach caused by a vendor's LLM pipeline exposes the hospital to OCR 
investigation and civil monetary penalties up to $1.9M per violation category per calendar 
year.

45 CFR § 164.530(f)

MEDIUMNo Right of Erasure: PHI Cannot Be Deleted from a 
Trained Model

Unlike a database, you cannot delete a specific patient's record from trained neural network 
weights without retraining the model entirely. If a patient exercises HIPAA rights to restrict 
data use, the hospital may have no technical mechanism to comply once training is 
complete.

45 CFR § 164.522

Remember: HIPAA liability falls entirely on the hospital as the covered entity — not the AI vendor. Vendor contracts do not transfer this obligation.
Key Regulations: 45 CFR §§ 164.502, 164.308, 164.312, 164.522, 164.530  |  HHS OCR Guidance on Cloud Computing (2016)  |  npj Digital Medicine (2025)

C A S E  S T U D Y  0 2

Inova Health System  |  Falls Church, Virginia

The Challenge
Rolling out multiple AI solutions at scale across a large provider 
organization while juggling product oversite and ongoing workflow 
challenges related to staffing and regulatory changes.

Inova struggled with manual workflows for utilization review and 
lacked visibility into observation rates and peer-to-peer utilization. 
Critically, misclassifying patients as inpatient vs. observation status 
exposes hospitals to CMS Recovery Audit Contractor (RAC) audits 
and Medicare repayment demands — a major compliance risk.

AI Solutions Deployed
• Nym autonomous coding engine for ED coding — $500K annual 

cost reduction
• Xsolis Dragonfly platform with AI-driven Care Level Score

updating in real time
• Claims 80% of cases reviewed within first 24 hours of 

admission

Compliance Focus

RAC Audit Exposure

Incorrect inpatient vs. observation classification is one of the 
most audited billing issues under Medicare. AI must align 
with InterQual/MCG clinical criteria.

Documentation Integrity

AI Care Level Scores are only defensible if backed by 
complete clinical documentation. Gaps still trigger payer 
denials regardless of AI output.

Governance Gap

Mid-cycle and back-end denial teams historically worked at 
cross-purposes. Inova had to build new governance 
structures to align AI outputs across functions.
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C A S E  S T U D Y  0 3

Banner Health  |  Phoenix, Arizona  (AZ / CA / CO)

AI Implementation

Banner Health deployed a broad RPA and machine learning strategy across its 
revenue cycle, creating bots for insurance coverage discovery, claims 
correspondence, and — most significantly — a predictive model to determine 
when a write-off is warranted based on denial codes and probability-of-payment 
analysis.

False Claims Act Risk

Automated write-offs bypass human judgment. If 
a bot incorrectly writes off a collectible claim, 
this may constitute improper billing or failure to 
collect required co-pays — both FCA exposure 
areas.

Model Validation Requirements

CMS and OIG guidance increasingly requires that 
AI/ML models used in billing be clinically and 
financially validated before deployment. Banner 
must document model accuracy and audit trails.

The Danger of Policy Changes or 
Criteria Updates

Healthcare is a constantly changing 
environment. Coding guidelines and even the 
codes themselves are often updated. AI 
solutions must be able to change with them, and 
oversite must be in place to ensure those 
updates have been added to the models.

"Machine learning and predictive analytics are great tools... Soon, AI will synthesize that data and make improvement recommendations."  — Banner Health RCM Automation Director
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Data Overload requires manual adjudication and validation
Accuracy Rates maintained at 99% match rate after validation

Use Percentages Slide
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Cross-Case Compliance Themes

What Every Case Study Has in Common

1.  AI Errors = Hospital Liability

Across all three initial cases, when AI produces a billing error — whether a 
miscoded claim, an incorrect write-off, or a misclassified level of care — the 
hospital bears full legal and financial responsibility under the False Claims Act 
and CMS rules. Vendors are not liable.

2.  Human Oversight is Non-Negotiable

No case study succeeded with fully autonomous AI. Auburn used coders to 
review AI suggestions. Inova built new governance teams. Northwell 
required human chart reviewers. OIG and CMS both expect human review 
checkpoints in AI-assisted billing.

3.  HIPAA Compliance Starts Before Go-Live

Every AI vendor touching PHI must be vetted as a Business Associate before 
any data flows. Several organizations underestimated the infrastructure cost 
of maintaining HIPAA-compliant AI environments — especially for LLM fine-
tuning.

4.  Regulatorily Evolving Standards

Coding standards (ICD-10, CPT updates), CMS payment policies, and RAC 
audit priorities change continuously. CMQ measure are updated, dropped or 
added every year. AI models trained on historical data can become non-
compliant without regular retraining and compliance auditing.

A Governance Framework for Compliant AI in RCM

B E F O R E

• Execute BAAs with all AI vendors 
handling PHI

• Validate AI model accuracy against 
compliance benchmarks

• Map every AI output to the billing rule 
it affects

• Assign legal accountability for AI-
generated claims

D U R I N G

• Require credentialed human review of 
all AI code suggestions

• Build audit logs for every AI billing 
decision

• Set escalation thresholds for AI 
confidence scores

• Monitor for model drift as coding 
standards evolve

A F T E R

• Conduct periodic compliance audits of 
AI-submitted claims

• Retrain models when CMS/ICD 
updates are released

• Track RAC and OIG audit patterns 
related to AI categories

• Report AI performance metrics to 
Revenue Integrity Committee

Source: Synthesized from Auburn Community Hospital, Inova Health System, Banner Health, Northwell Health, and npj Digital Medicine (2025) case studies
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The Opportunity is Real.
The Compliance Stakes Are Higher.

AI can transform your revenue cycle — but only with the right governance, human oversight, and compliance 
infrastructure in place.

The hospitals that win will be those that treat compliance not as a constraint on AI, but as the foundation for it.

AR HFMA |  2026

Scott Roper, VP Business Development, AccuCodeAI, Inc.
Nathan Myers, CEO AccuCodeAI, Inc.
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